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m m m 

[0001] mmm^<oiE^^mmrr^mz.mir^ 0 

[0002] wv*— ^yh<Dmm(DMW£ftmi l ^'o. ^?—^yb&mm (Dmmt-r 

©5lt-t<Plo-e*>5 0 

^^©IE^)&#*P#-efc5wi:^flfeSt-5-i:dS^^5 0 C*V§r§gtE£V ^„ ills 

[0003] ±^bfciiff ©s^yvMcis^-Ctt, Wa^SHfeiift, mUmmtet*<Dti#) 

WF^S*ffiV^aiE, V^#5'*:*!7— K^fcfc^Ttt:, tfcSE#tt:IiEW#M 
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[0004] #33, ^mmm^-^icio^ >-c\ s^ii£rffl^T, zE^tt^flt^-rsfc^©^- 

[0005] ~<DfctblZ^ MSflti'^X7-.MC*3V*THMffiJSi (Certification Authority: J^T. CA) £P£ 

&ti, sEmxtet&^t&thzm^v&fflmmfflmz^^xi^ ^ttib&i&mtzti 
x^zzt&i&nmmz.tob'&ztc.ibi^ mmb^tctemmmwmz<ft7£-rz>mm 
o-f£t^bTSiiE^©m^^x-^*s^^$tL7t^0a«iiiEW*^^ky^h( 

Certificate Revocation List : i^T, CRL) /^^T^tL-So 

[0006] ^d^k, m¥m^<Dtemm*m^xz<Dm^mm&mm-r%mia-3L. *o>m 

mmktstitc.h<D)xf£\,^k%mmi'ti±.x\ ±^<Dmm^m^noc\tx\ ^je& 
tB^^ir^^^i^nije-r^r^^T^o crlotf^ mmmmn. h&shd&m 

<D&ffixn%L*Iifeti:tz!b^ ^<Dmm^^^Xi-i^l\Xit.mR^^\ fc*3 % ISO/I 
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[ooo7] m®ib£titcAmmmwmmx.z>k. ^<ws. mmt^thtz^mmmmm<D 

[0008] u&»uease>, mttcRLtf&tQMmmizMtiztifrt^xh. &%&MmmtK m 
tc^cRLizx^^^mwvxi^^^cRL^m^tmm^\ m 

. ^^mmMxiimmt^fhtc^mmt<Dmm^mxh^ 0 ^<Dtctb. mmt 
[0009] ±.m<Dr3M&$:Miku MMmmm^fr%^<i-z?7v?v*h$:& 

[0010] ±ffi @ift£it/$i-<5/c&>^ ^mmti. ^"^y^V^h^mi^XMMWM^M^ 

[oon] *v4hv*H-£. 'mmg#(7)m®}&%^i-<Dx\ *y4bvxb<Dmffifc, g#to<y 



L 
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mmz.7^y?v*hh~g.mirz><DT:\ y^y^v^b^m^m-r^b^x^ 
coo 12] ^-e, mtmmma , mmzmm-t sterna ^tLzmmmfrxfov, Mte^ 
iw£<£f$LT:jo^ mmm^®tz, mmmm^yy^u^bb^x. mmmm 

coon] z.(Dnmc£z>t. mmmfc&ttMiVQti-z>^k&x$z> 0 

^x\ mmnmmi. r^^mi¥^xm. wm&w^mz, mmyyy^v^ 

<o. mmm^m±. mu^wyy^j^bbL-x, mwf^^m^mm^ 

i¥m7*7yy-v*b&mmw^mz±m$-tz>ti.xh£^\ 
[ooi4] ^<nmj&iz£z>t, "f^^m^^M^mt-r^t^x^ 

^X\ 

mmn^.mt. mmm^mmxh'o. mmi&w^m^ mmyyyyv^bbi,x, 
m&mmm^mm^mm^^^irmmyy^v^b^^xm . mmmm 
m^mfDyy^u^bt^x, mmmmmm^mm^^^-rm 
Wx^mmy^yy-v^b&mnu m^m^m-i. m^fcmmmmyyy^v^b^ 
mm&&^@i^±.wz-tz ) ti,xh <tv \> 
[0015] zommzzzt. mm&wmm%Mi$ii®)birz>-kfrx%z> 0 

^x% mmmfrmmmi-t. mm^tm-rucmzm^^ti^tmrnm^M^ 
xmn^m^^nmmmmmm^mm^m^m^mi^T^±^mmxh^,t 

z^-fam^m mmx&zb^xh & \ 
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[0016] z.<Dmmz£zt. Ti?#/i'&m&mmm&tt&yok'rz>z.k&-e£Zo 
[0017] mn^micm^mm^^Mio<D^m^^m^.mxh^o 

o 

m^*bH<Dr~?mm(D~M&^TT—?M&mxibz> 0 

•So 

[S6]^iiE>-^AiO(D^^ib{^^i-^c2-^^— h-efe6o m7^m< 0 
[IH7MfiE^^Aiooo^^ifc^^i-7u— ^-t— hxh&o 08— gK. 

[09]MfiE^7^AlO<7)^i?^il!]^^i-^ci— M?fo5 0 EI875^^< 0 

[m i2]|Egg t- y ^ heooo^- ^«ito ^i-^— ^«^®-e*>So 

[!I13]fiEPJ«iiSiJ^y^h700(Dy :: '— ^WitO-^j^i-x— ^«5tlE|-efc-5o 

[EiHiiiEPji^iisij^-y^hsoo^T 2 '— ?ffimmx&Z) 0 

[0018] 10 igfEi/^^A 

10b fgfiEv-J^xA 

20 <ils$— ^vb 

30 SSIiE^g 
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40 
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210b 

211 temmfeiftom 

212 /N-yt/^yt^-^ 

212 '£fflmw%^-t&m : B 

213 m^-n 

214 mwn 

215 ^-JHflJ 
216- 

217 ^=-? 

218 ^7 

221 mmu 

230 v-X^ALSI 
230b >^ALSI 

300 mmmfc 
[ooi9] i. miommmm 

1. 1 ^IE^^A10(7)«^ 

ggfE~>^A10te N Hi^-f J;?^ K^-f^glOO. 
00^l>^|E^^S30^^«fiSc^tlTl 
[0020] /N o -y-7"/^Vt°^-^200«, -r^-^yh20^b-C, f&KE^g30fC^M 

£fc, K^^®ioo^n°— yt/pnytv- ^ootfi, zHfflcoiiff S^40^L 



[0021] ggfE^fi30«: N ^F ? iii(DIE^'t4^i-^rJitfiEP^»i:. K^^gl0075W 
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[0022] yt/l/nyt^- ^200«, g #aH&^LTV ^yxhD£1&^LT, iiff 

-rv^bu(D^^-T~ -t& 0 b^ymmiooi^ y<~y-r^=t>^^—^2o 

[oo23] $^^^^-y^/^>t°^-^2oo{i. &%<Di&&ir&<&mmtw$m(Dm?mit 
^i-y*bH<D^mfc&m£m&. ^?-*yb2o&ft\^xmmmmmo{z.mwi\^ 
. mmmmm30frh^ffi\&(D\)*bH£mmirZ) O ^<z>b# v ^m^j^bDhmm^ 

b^y'mmiooRu^—yi-/^^ o ^—^2oo(D—^^m^ : tmm-f-^ 
tut, K^y^gioott. mm%fo3oofrh^^-ik^^i/y*mzh\ti^ m&m 

u-zM^it^T^y^— yi-;v^i/\z=L— ^200— i^{f-r5 0 y^vi^^tv 

[0024] 1. 2 KilJ£ft:300(Dfi|j& 

^i-S^C^O^^fi^^^V^^^v'VT-CfcSDVD (Digital Versatile Disc)T*fc^> 

o 

^ffi^i^312, Bt^=^X^y|ife^^313^Lt/9t-^^^^^K^i^ 
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[0025] /^-^3>#^-mvn3oi«, mmm^ooizmm^tix^^^— z^nm-tzm 

[0026] B£^^VT#iS¥302{i, *>^)#^(D^g(cfc:tt^xVTii?r-^X.§fcie){C«^ 

^ivtcf-^xm. *T^Tm&^&mmfim^/u*m(r>K)&m\'^x, 
mit, mmm^sooizmm^nxi^v'— ?izmm<Dmtn$&x&z> 0 ^x\ mx.it 

. Ml^gOxV^^#iDKl^fflV^^$tv/cBt^->f^xVTit^E(DKl. K 
m)MUV^ 0 fc*3, rO0j3iB«^4oV^. E(A, B) tt, ^ASrffll^C. ¥-XB 
^Bt^kT/^yXAE^igLT^fi5c$tLfcBt -^-^C^LTV ^„ 
[0027] Hl2fe::fc^TJi, B£^ffc^VT$t8t302{;iJ3:, Bg-^{t^VT^E(DK3. 0)&t>* 
(DK10, 0)^ttlTl^ ^tlh(D^it^4Tmit, T^*mtDK3}&W 

^mmt, r^<4^m^Kio}^n^mm^M\^xi^T^Tm^K.^^m^-(D 

^^t^^ym303l-i, ^VTilKm^ffll^-C ^V^V^Kc^Bf-^T 
y^yX^E^]6feLT^$nfct>or^-5 0 
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[0028] flg^{|^^^y^=E(Km, Kc) 

^-^^>-^>^304fi. ^"ri/ymtc&m^x, ^^^yClZflg^kT/Uzfy 

-r.T% m^4tT/U=iVXM>El^ -MtLX. 5&j^Bif -^^(DDESCData 
Encryption Standard) iZ£Z>h(DX&>Z) 0 
[0029] 1. 3 V*hDRXfV*hH<DM& 

(l)^hD©M 

^DID=1, DID = 6, DID = 7, DID=15|C«tt)S|glJ$tb54o^M«i|EWaF* s 

[0030] y^hD400{±. m3iZtrrt£?^ v%^#^f-7><— /WK401, 9RB«J^ifc:7-f— 
/WK402, M^J'fb^S'J^^— /^K403.K.T>*^& /l^K403d*^»^$ttTV >3 
0 ^a>#-^--7-f— /W^OltOi. > ? 3>'#^-DVN401a^^^$tT,T*5«9, 
aRSU^^W— ^K402tCtt, »J^-^402a^^.^$tvT*5t), &8Mb88fcS , J J ?-:7>f 
— /l>K403t::f±, 4m<DM$}iMW\ttID 411, DID 412, DID 413, DID 41 

I 2 3 4 

4^*ft$;h,T*39, m%x-?4— /l^K403^(i, CA(Dm£f—*404a&fe%h£tbX 
[0031] ~-C\ v ? 3>#^-DVN401afi, U^hD400<?5iM:ft«:^-t-##-??*>») x ®3(C 
»JT-^C402att, «i^k8ft»J^-7^— ^K403lCfe«ft$ttTV V5&3MfcgBBlJ^- 

<D$c£r^LT:Jo9, Ei3{^-r0»j"era, r0004j-C*>5„ 

^-fbfSIS'JT-DID 411, DID 412, DID 413, DID 414{i. MfAitT^te 

12 3 4 
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mmmmw<omwm^r%:m^ ms^-tmx^ rooou, rooo6j, rooo7j, ro 
0i5j-e&3 o 

[0032] CAWf^f- *404a{i, CAfc£9£.f&£ti, W\^7^—JVY(D1E ^ t££rt&fiE"f 
§f;ii!)(Oi^f- ^-CfcfJ, CA©^jjlSK_CA^ffl^t x ^3>#4§-401a£ 
4ilSO*ffi^b^^iJ-T-DID 411, DID 412, DID 413, DID 414<h:^C0|III^T* 

12 3 4 

[0033] CA(Dl^f-^ 

= Sig(SK_CA, DVN||DID ||DID ||DID ||DID ) 

12 3 4 

[0034] CA^f^f-^li^ U^hD400^*tv^#^— /VK<7)#^— ^^iELV^<b^ 

o-e, y^hD4oo^"^^^y^h^^^i:t^ 0 

XtmSiJ ^&&l&< toO^— *fc#LT£^&*L;fc^& 7*— *-C*><5#. CAOf 

o 

[0035] £fc, fifties j^Tb^^-^Ojg^ji^O'tj^d^^^tU)^^^ 

~*&£f&&tiz>®m%i<Dm&x2b<>xh£\<\ z.(om&. vxhniMmmtmii 

•So 

[0036] (2)0^|>H(7)«^ 
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!«^-HID=l, HID = 5, HID = 9, HID= 13~16fCj;9B$SiJT-£;ft,-57o 

^mmtrnw^mm^^x^o 

[0037] #520'J:*5Vvt\ X {Wtt$*l/CVv£V ^#-*§-<£>^#J£>EPsg521fci:, f^J^-^-^ 

{2, 3. 4}^bm^ti, x^m^tixi^^^-(D^:(Dm.m522^ 
m&{6. 8}fabmf&£in, xw^u^thxv^^^-(D^<Dm.m523i^ mw\ 

^•^^{10. 11, 12}fahM&£tl, Xpn^$tLTV^V^-^-(7)^:COErBl524 
tt,»JT-^^{l7, 18, 9999}^fbfSj5jc$tl/C<^<5 0 

[0038] y^hH500te. Hl4^^-rJ:9^. v^a^-Jf-:^— /PK501, W%C74— /1^K5 
02, W^S<JT-^-/^K511^t>^ig^-^K5127{»^«^tLTV^ 0 5? 
3>-#-^^— /^K501fC^, ^3>-§-^-HVN501a/5Sfe^$nT*3«9, IR^C^ 
-/V-K502tC«:, m#[502a755^^$tbT*5«9, W^f&giJT-:^— /^K51 llCtt, 8flg 
tf>f$giJT-503a, 503b, 504a, 504b, 505a, 505b, 506a, 506b#M£iJift£;ft/-Cjo 
«9, Wr&-7<<— /^K512{d{i, 4f|SC»^-7 : — ^507-5 10/5^^$tLTV^ o 

[0039] r^-e, v%>-#-^HVN501ate, y*hH500Ol±ft£^-r#^-I?fc*9, ®4(c: 

^-t-^J-efi, rooo3j-efe§ 0 

m^502af*, mw^mmmmm<Dm^^mm^^m<Dm^^xm. 
m^zTjk-rmxn, rooo4j-e&9, m^4m^^£-r^z.t^^x^ 0 

2{®tf>fM^503a, 503bf2, m503£#f/i£U 2<®<D»J^-504a, 504bft, 
04£rfl|fifcU 2#lCDfgSiJ^-505a, 505bfi, *&505£r*fifcU 2^OMJ^-506a. 5 
06bfi, «a506S:«fiKL-CV^ o #*flii x ^^^UliEPJ^OMJT-^^-f-^ 

[0040] El4^-r#*J-m, m503fi, »JT-rooo2j^5"c^b, »JT-rooo4j^ft^<t 

i--5EP^521?r^bT*5«9, M504(t, f^SiJ^rooOOj^gg^b, e&giJ^-ro008j£- 
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ft^i:i-SEra522^LT*5«3- % £fi505{4, SUgiJfr 0010 j£5fc»U SfeSU^roo 
12j^^<bi-§EFB^523^bT*59, M506{4, »m0017j£5fc@l<bU 
J pr9999jSra^<bi-5E^524^L-Ct>S„ 
[0041] /W-*512(;i(4, 4fi©f^r- *507— 5103&M&«rt$jlvCfctK 5^7* 

— ^507i4, jffi.503ti*fJC£:b. ^g-r— *508f4, ffi504^J&U ^£7—^509 
14, *a505^*fj£L, ^&7— ^510{4 N 19.506 }cMLtl^ 0 
4f@(7)^7-^507-510{4, ^tt^tb, CAte«fc9£ffc5F*U !WH500{^£ 

[0042] ^£ 7^-^507(4, CA<©8MSS«iSK_CAS:fflV^T, ^3^#^HVN501at 

1 2 

tch(DX$>Z> 0 
= Sig(SK_CA, HVN||HID ||HID ) 

1 2 

,*a504tC-^*tL-CV^8»glJ^HID 504a<t. »J^HID 504b<h^(Djl|S^T\ 

3 , 4 

[0043] CAWf^f-^ 

= Sig(SK_CA x HVN||HID ||HID ) 

3 4 

Wc^— ^509f4, CAO^^SK^CA^ffl^T. ^3^#^-HVN501ai! 
, m505tC^mTV^»J^-HID 505ai:, mgiJ^HID 505^3:^ <£>JI|I/f:-C;\ 

5 6 

iS^LT^$tbSiS^7 r — ^{d, 7^/W^T/^OXiNSig^ifiLT^^ix 
tz.h<OXfoZ> 0 
[0044] CAGD^g 7—^ 

= Sig(SK_CA, HVN||HID ||HID ) 

5 6 

^■7— ^510J4. CA<0®^^SK_CA£ffl^-C, /<— ^a^^-HVNSOla^ 
, m506{C-g-*tbTV^MJ^-HID 506a<b, f^gij^-HID 506bb*Z.<DWFfX \ 

7 8 
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tz.h<DX&Z> 0 
[0045] CA©I^f-^ 

-SigCSK^CA, HVN||HID ||HID ) 

7 8 

[0046] ft*3 % mfffi^^— ^•Tbtm^T'-^^itftfii^^^^tt^^^tt 

[0047] 1. 4 K^MVl£gl00<Dtfffr5c; 

K^iVlg® lOOte, EISlc^H-J;?^ AttJ;Wl0:u Attl^gBl02, 

[0048] AtB^§l5102«, K^^® 100(DftilO«^S^^J:§m^^J;9. ^ftHtf>1f£ 

o 

(2)^|IB«it&j(rt9J103S.tJ5|iEMS : ^j|rtS|Sl05 



WO 2005/052802 - 



15 



PCT/JP2004/017415 



[0049] mmmw^mosn, bv^ymmioo^^mmmmm^^x^^o k 

[0050] (3)4&fiEg|5104 

Rxf^mmmmm^ifm.^mm^mos^cA^^mmpK^A^m 

^tcmm^mmumm^^th^m^^K mwM^v^uz.^fix^^^ 
m$}XhZ)tmmu mn^&Mttv*bi^&tix\,^^m&iu^ m^mmm 
-fz>o mmxhztwm-t&m&ia^ mu.(om^^irm^^¥k^mmm 

[0052] (4)mEW#i£{flfll06 
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(s) 'Ammf&^-tikmm 107 

Authentication Channel : SAC) %VfciL^%<D{C>&^f£Wt&/&&^faM%MVr~$~ 

[0053] (6)Bf-^-ft:SB108 

»t^kS|J108tt, AtH^gPlOl^LT, ffi«^300^^Bt^b^^X^«i3 

>t 0 ^.— y200— m^i-So 

[0054] 1. 5 ^— y^/K^tf^.— ^200 

y-^/Wn^tTa.— ^200tt. ®5^-rj;9l-. AtB7jgfl201, i/^ALSKA 
^IgSHftlelB^ Large Scale Integrated circuit) 230, ilff g|5203 N S£8B216» riflj 

**5, yt/Wayea- ^200^, ^tl4, Hufa^^ALSI, v^P^n 
■fc^lK ROM, RAM, /n— K^V^y^^/h, iiff yNfe^fcttfedcSiiX 

SaytV-^y^fAffcSo HUffiRAMX«Bijf^N— Kx^y^-^h^fi, 
t°^.-yy° a yy^^feig$txT^?> 0 HffffiWyn^n-fe^^^ ^| e n>t^-yy° 
ciy*7A(c:^oTibf^i-^CitlcJ;«9, Vt^yfa- *200te, 

[0055] i/^^LSI230fi, Hl5iC^i-J:5{C, it$£S£rg|3202, SfrU;*h&*rtgtf206, 
SEM#^«l«lSP207, KM^mgR208, ftfry*M&*»lg|$209, ^M210, 4^ 
MftMIHS211. &MttmF#«lSI8iS212, ^^213, ^^214^^^215 
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M^mifeLSIX-m. Mcfc&iW-*. -^-r^n^o-fe^, ROM, RAMfc^fc^TM* 

[0056] (l)ffiW#te#lgB207, *rry^r»#ftaB206, S8r!MM&#i8lS209, ^ggfife^ 
SR21 l&tfrv^;*«fcf&**!3|J204 

[0057] s<-yi-;^>-t o ^~?2oo<Dtemmmmmte, cAizx^^^titcwxm. 

^ffy^h^^§P206fi, TO. y-f/U^l/t'zL— ?200<D^mm§iEmW<D^ 
^/^^tV-^200(DMitH#fi, CAri^y*hH£:A#U /^yt;^yt 0 =L- 

^2oo^m^t\^m^mmm^x^v^hH^mmv^bm^m206^m^^ 
[0058] jRffy^h*&^gp209« % to, b*747*msioo<D<&mmmmw<Dm$}\±&^-r 

— ^200CD^itH#« % CAtf>£>!J*rDiSrA^U yt/WnytV- ^200^ 

^mm^mu2im. to, cA^@a«iPK_cA$:t&iWb-ct^ 0 y-r^ 

^t^-^OOCDm&M^te. CA5^CA<D^$|PK_CA£A^U ^—y-Tfv 

^>^-^200^^$tt5^^^itm#{c:J;9CA<7)^giliPK_CAds^P^fi 
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[0059] 7=V^^ii*&lftfi5204{i, y^/K^t"^— ?200lZ.&)<Q^Xhthtc7 £ s<^^D 

j J 

[0060] (3)Jt^JEf?$P202 

tti&J50rgfl2O2ta, gE»&ft:300j&^ HWy^glOOS.t/AtU^7SP201^b 
-C, !WD&tf!WH0V<— i%V#-f-MVN30lSrSfiU Sffy^hfe^SP206 

#.ffiUh^— ^3^#-^-HVN^(DfflB?:Jtl^-r-5„ JMW^te, ^-^a^ffM 

/<-^3yffHVN^/<-^y#tMVN,t*)l[ri *4§£^ ft*fy^ht&jWgR206 
(C^^^tbTV ^IJ^hHteM ^flJWU iiff fR203SLF-r^— ^h20£^LT 
, §8§EJg§gg30£g^U SSfiE^g307&^ -YV^— ^F20Jttfiiff SB203S: 

[0061] (4)t£W®&fIgff208 

liEBJ#jm{IS(5208tt, ra«^gP207^^/^-y^=3>'t <, ^-^200O^P ? l 

-y^^^tV-^200«SiJi-§ID^tf -tttbtc^j-f 
[0062] — ^iJirbT, /<— V-f-zV^M'^— #200ft<&mmam^<DlVbVX, ro007j££f 

^m^M.ummmmU2os\^ rooo7j&^tpEiia-cfc5sfcgij^-HiD 504a 

3 
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4 

[0063] (5)^|Ig|5210 

4&M210te. K^^aiOO^^, Am^J§P201^bT. K^-T^^IOOCO 

^TOmEW^stf^ ^iiteirtiHm i^^cA<7)^p^iiPK_cA^^a}b 
^fjw-rs^^tt. i^^mepj!*^ ^-efcs^jrrb, um<D%±m&<$ ± 

[0064] (6)^HBt^*2f3lgB212 

^PJ«iPt^agp2i2{i, y-^vi^vt 0 :*— ^2ooi:K7-r^fiioo<b^ 

[0065] (7)^^213 

m.^213^ v^ymmioofrb, Atb^g^ois^LT. nmm^-it^^ 
^ym^aw. ^mm^^^mU2i2\z^^x^^tttz.^y^3^m^m^^x 
, s^^ofe-mBf ^it^^^ym^m^-T^vx^mL-x, m^-it^^ 
ym&ttf&u ^j&Ltz.^ik^>-Ti/ym&m^n2i4^mt!irz >0 

[0066] (8)^^205 

m^205n, tmmmoo^b. v^ymmiooRrjAm^^oi^^x, 
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j » 

zr^ym^. m^T/u=t])x^m^x, m^^^ymz&mu ^.m^tcm^ 

[0068] (10)m^-SP215 

^^y"mmiooRxiAtatin2oi^^x, m^t^T^y&^mu ^(t^to 

r 

[0069] (11) #£§15216 

#££15216(3:, m^215^^m-^='^>^^gtt^'9, STOo/c^^Vx 

it^r^ti^fh. ^-^2i7^u?^t°— ^218— m^-r-5o 

[0070] 1. 6 tgfl^^AlOCDiljf^ 

( 1 ) §B!flr>Xx A 1 Otf>^ft »] f£ 

y-i-jV^M'^— ^200<7)it^5efrlfP202{i, Att}^SP201^LT, v> 
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[0071] K^^glOO(DAtt}^^102^ > ^ 3 V#^0|^ffiUf 

(^r^sioih Atts^gpiom, fea^aoo^^^v^a^-^-MVNSoi^ 

y^-/^Vt°^— ^200— ttl^i--5 (^y/S103) o 

£^LT, ^-^a^^MVNSOl^gtf^C^X^SlOS) , ^gfM^h*& 
^$P422^^y^hH<7)^^^ ; 3>#^-HVN^gc^-mb, Sff L/c^— v^a^-^M 

S(^^S106) o 

[0072] jfcfcl, fifffigsfc&Stf ^5<t (^=y:/S106) , M^^®30fi, ^fr<?>y^hH,&. 
y°S108) o 

tt.%tMffiM202lZ, §gfiE^g307^fb, -f^-^5/h20^U?igmSP203^U 

(Dy^hH^ftffy^h^§P206--_h#$U(^^7 P S109) , ^it^o^ffKgO 
U^hD^ftff y*M&M209^ _L#£-f £ (*Tyy*S 1 10) 0 
[0073] |iEPJ!*^{f §I5208tt, fiE0^»*&^g(52O7/5^^N o -y-^/b=«>t o ri ,— ^200<7> 

^r^iifEB^^^tub, mz* *ffy^h^$P206{c:^$4xTv^y^hH7?>^ 

^-rs^^^gp^y^h^ttmu(^^y°sin), it^muc^r»f^»<t 
ttmbfcgp^y^h^. Am^gP2oi^LT, K^-ry^gioo— tt}^-r^,(^^ 
:/sii2) 0 

[0074] K^y^gl00<D^fiEg|S104(i, yt/^yta- ^200d^Att}^J§P102 

^lt, ^y^h^Lt>^^iira#^{t^«9(^yy 0 sii2), 
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03;6>ibCAcD^#PK_CA£!^ttiU ^WU5:4*&ff«PK_CA£rffl^T, S 

*tvsiss!gijT-/5^ mmiftftv ^Hz^thn ^^t^mm-r^ (^^ys 1 1 5) „ 
Wtem%>x$>ztmmi,x. &&<Dvm&*pit'tz> 0 m^^^v^b^^nx 

^/ul(^^sh7) x m&aiLtctemmmww&AmMio2&frLx^ y 

~f-;V^i/ic°=L—#200^ttit)-tZ > (^^S118). 
[0075] Vt/^yfa- ^200O^aE§|S210fi, K^f^ttlOOtf^ Affl;*J 

SB201^LT, K7^7^f 100^)^^|i|fEOJ#^TO«9(^^S 11 8), <ik 
TMmWr$\M2l l7i^CAcD^^#iPK_CA^$r^tUb. t^mb/i:CA<D^|^P 

K_cA$rffl i/ vr , h^zfmm ioo(D&mmmwmzML'XCA7!>m j 3-Ltiw& <o 

]E^tt^aEb(^^Sll9), ^aE(^|fe-t-Si:(^^Sl20) x ^O&Jl 
B^#^W^JT : fcS^^^^fEi-^) (^5/^S121) 0 &^T*&5<^J8H-3.*§^{£ 

itwryysi22) . M(D^m^<p±-r^ 0 m®ixhz> m-t^m^a-t (^y 
^si22) , ^—y-r/v^}?^— ^2i2(D^mmf^^mm2i2tb^y f ^mioo 

mm^m,m(Dmm^4o±xmn^±^mmi-^rc^(DmmH^mm^(sAc 
b^ymm 1 ooir^-r ^-t^ v-a v^^^-r 5 (^^rs 1 24, ^^ws 1 23) 

o -'PUT, R7-f^gl00iyN— y-^/Pn^t 0 ^— ^200<t<DP^-C1i, 



.WO 2005/052802 



23 



PCT/JP2004/017415 



[0076] 7jklC s /N-y-^/^^t 0 ^— ^200(7)m^213tt, AJ±S^I^201^LT, K^-f 

7l£g ioo(^b-c, Bt^ffc^^>-y$l£^-<h5 (^^S 1 30) 0 

=i^v^ii^^b(^^rsi32)^^Lfci-mBt^-'ft:='>'^>'^ii^. Am 

^J$(5102^bT, y^/^>tV— ^200^ttJ^i--5(^5/>^S133) o 
[0077] y<—y^-^>h°^—^200(Dm^213^ F^^mmiOO^h. Affi^jg|i20 

7^>yii^m^214— m^i-^(^^°S134) 0 |g-5§-g|$205fi, K9-f^ 

7^7/5135)0 

[0078] K^y^gioocDAt±s^$pio2« > Bf^by^VTiicoHiifes^^tt^ 
<9(^^si35). A{JB^/§pioi^bT, mmmi£3oofr<bm^-ik*T^Tmm 

^-y7V^Vfc^-y200<^^£|S205{i N 1^^300^^, K^y^ 
glOO^:t/Att}^fP201^LT, Pf^tsy^VTl^Sr^ff U^tWS137) , 

j 

j 

^^si38) 0 ^gfl2i4te, m^-g|52i3d^Bt^[:=i^>'yii^g:^ 
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«9. m^205^hm^r^rm^ifm. ^nm^t^M^yf^rm^m^x. 

>^(Dm$i$:ititl1rZ (^^y^S140) o 
[0079] tfctc, K^7^gl00(DAtb^ff'102« N y-i-/U^H°^-^200^h^ 

y-^/^^t 0 ^.— ^200— |±J^i-^)(^5/7 0 S142) o 
m^/<— y-)-;V^l/\?^— *200<£>^§IS215te: N te«{£300^<b, Ky-fylg 
«100^O*AtU^Sf*201^bT, ^^^^y^{fL(^^7°S142) , ^ 
^21475^m^^>y^S(t^^,Sit^o^MIB^>^yii^fflV^, 

^L^m-^='^>'y^S^gf*216--aj/j-r^(^5/y 0 S143) 0 S£g[*216 
44) 0 

[0080] (2)SAC<£>tM1s 

^tc, K^y^@ioo^^-y^^^t o ^-^20o<h(^F^-e^^^sAC(D 

nm^ib^^ovNT, iniotc^-r^n-^-Y— h&m\,^xmw-rz> 0 

fcfcUSign( )^^^M^Veri( ) ^^^liEM^ Gen( 

[0081] £fc,^J«tfcGen( 

Gen(x, Gen(y, z))=Gen(y, Gen(x, z) )<Dm&&ffitcirh<Db-i'Z> 0 



•WO 2005/052802 25 PCT/JP2004/0 17415 

[0082] ^mmm-^mimmo?^ cA^mn^tc.mmmcert_A^m>hm^mi,(^ 

Ty^S202) o mmmCert_Aa, K7-r^it 100O^FJItPK_A, K 

^fyl£glOO<Z)f$SimD_A, ^r^{d^t-r^CA<D^ — ^Sig_CAj6>e>« 

[0083] ^^HBt^^212{i, CA<^^P ? iiiP_CA^ffl^^TKEPJ#Cert_A{C^^ 
£tl/TV ^-^Sig_CA^lEbV ^^^)^|Ei-^> (^^^/^S203) „ ^fiE 

l§m^iEL<^V^^, SACOgS^S»Ti-§o ^P^HBt-^-^n ; S§B21 
2te, K7-fyl£fil00<7)g$E'mD_A#\ CRLt^^^tLTV^^^^Si-^) 

(^^S204) o SACOaS^a^^Ti-^o 

[0084] ^$|l^*&3Sg|3212te, CAi)mn\^tzMmmCert_B^U^hm^V{^ 
7^^S205) , ix^li|b/cliE0j]»Cert_B^^«il^^^lO7^^m 
■^^7 D S206) o fiE0j!#Cert_Btt x y^Jvl^i yt°^- ^200O2^g| 

PK_B, y^vl^^fc^.— ^200(7)|tglJ^-lD_B, ^fth^n-t^CACDm&Sx 

g_cAfabm&$tixi ^ 0 

[0085] ^FJilB£^3S|F|n07«, CACO^P^|iP_CA^fflV^rCert_B{C##$tLr 
V^^Sig_CA^jEbV^7i^^^|iE-r5(^^y 0 S207) o ^M^jElX^ 

</^£\ SAC<Da^^^si^T-r6o £<bi^ ^^-^smc^te, ^-y-f 

/^^t°^— ^200(Om!giJT-ID_B^^ CRL{d^$tLTV>§^^^^fit^i-§ 
^y°S208) o ^£*vcv^:|§-£i^ sacw^^^ls^^T-T-So 

[0086] Amm^faMM 107^ SL§gcCha_A££/&L (^5/yS209) , &J£Cha_A 

^Amm^^m^i 2 ic^m -rs (^^^S2 10) 0 

^7*— ^Sig_B££j&U*^yy°S211) , ¥^-^Sig_B£^|^-5§-*/iJl 

mo7td^t -rs (^-yy°s2 12) 0 
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[0087] 'Jkmmm%-&m$ni07i^ s206x^m\^tc^mm^^m^2i2(D^mmPK 

[0088] ^mm^^mMl07ii y ^:m^tlCha_BizM^X, S #C0^|iSK_A-el- 
^Sig_A?r^b(^^yS216) „ S^7 f -^Sig_A^^#iBt-^^a 
gR212(C^ff-r5(^^S217) 0 

^^fiBt^Sg|5212{i, S202-eSffbfc^^iiB§^-MSg5l07O^P^|iPK 
_A£ffll^T. ^Sig_A/OSlELV^^^^IiE-r§U^7 0 S218)o ^ 

siE^^jEb<^^^, SACC0^^M^Ti-6„ 
[0089] ^mmvU^m^2l2i^ gL^b^fifeLC^yy^lQ) , Key_B = Gen(b, 
Y) £f+WU*-r$/:7 B S220) , Key_B^^P^«iBf ^af|5107^^ff 
^S221) 0 

^F^Bt-^JlgP 107(3, &£te££/£LC*7V:7 P S222h Key_A = Gen(a, 
Y)^|f^L(^.y^ P S223) , Key_A£^&B«^^&J£8J212tCi£fi 
y°S224) 0 ^F^IiBf ^*aai«P107W:, j^#-C*^Ti-S«Key_AB = Gen( 

b, Key_A)^tiS-r-5(^^S226) 0 
[0090] ^M«n&-^#!fJSg|S212M: x ffi#^*^ri-5«Key_AB = Gen(a. Key_B)£^ 
m-T5(^^S225) 0 

r.9bT, ^F^«|Bt^MSfPl07 / S.O?^P^iiB|f^g|g|5212{i, ^Key_AB£- 

1. 7 £<t£> 

ss£$*v&v\fc«>. r<Dft*a^tt. y-t-/^>t°^-^2oo{cj;5S#(^y^hH 



-WO 2005/052802 27 PCT/JP2004/017415 

[0091] 2. WS2<DMM<DJ&ftjt 

2. 1 mMi/^TJ±lOb<DM& 

"C > »SE^7-A10bt»JBF.'>^A lOtfitB jti~5„ 
[0093] rr-Cfi, ££Lt\ |gIE^^^10^ffls^^ c f , ^<bLrt^P^i-'5o 

^liE^^Al0b<Z)K7-r^gl00^.^f5^^300{i, igfEv^-r 

^io(Dh^y'mmiooRm&^mw-3ootm\^mf^^vx^^(Dx\ by^m 
miooRmmmfc3ooiz<>\,^x<Dm.wiz.mm'tz> 0 

ftiS. mm!&fc300tfmm-sX\,^s<— ^3^#-5§-MVN301te % ie^^300{Cl 
[0094] 2. 2 /n°— y-J-AcaVtra— ^200bCD#|j& 

y^y^^t 0 ^— ^20Obfi, s<— y-f/is^t 0 ^— #200kmm<DMf&&ftls 

, HUlt^iM;?^ AtB^7SP201, >^ALSI230b, iifs SR203. W£g|5216, 
^*d\ /N-yf/^yt^- ^200b{i, ^flcfttett, huIBv^xALSI, W^py 

P-feyU-, ROM, RAM, ^— KT^^-yK mGt^vbteZfrbm&Z 

thZ>=i^t°=L—?i/*irJ±XfoZ> 0 HuffiRAMX^PifE^^— K7*-f^^3-=yKJ:r4» =■ 
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■7uy : 7MZ.'tit^XWl{¥~1rZ>^b{z£0, /<— y-f ^200bte, ^(D—%<D 

[0095] ^-y^/l^>tV-^200b^W«Affi^§15201^ iiff §15203, f¥£8|J216, 

AW^SP201, ilfs §15203, f?£§B216, ^§15221^ftilO ; Sl^c^<tf^--efc 

•So 

>^ALSI230b{i, miK^-ri^t-, it«&3Efr§l$202b, S$ry*M&*»l8|S20 
6b, t£^#J&*rt§[S207, SEW^jUff g|J208b, 4&f£§|5210b, ^P8«t&jWg|J211 x 
^0B««P#«!.3ffiaJ212, ^^213, m^-§R214^^m^215^^Hl^c$tbT 

[0096] ^7 l ALSI230bdSW'TSSEW#|&#ftgP207, ^^^^g|J211. ^ggR^ 
#yffi8P212, ^^213. m-^214^:tJ ; m ^215tt, ^tlsetl. S"*^ALSI2 
5«EW»fe#rtSP207. ^gg#tt§-^laS211, 4*M«llff-^#yfflgB212. tfi^ 
§5213, ^■^-SB214 < RtJ ? m#aJ215i:IWI— -CfcSo 

m?fi. J£t*Hfr§tf202b, &fr!J^h*&^§P206b. aEK#i^{s§P208b, 
gP210btCol ^XtfrW-rZo 
[0097] (l)^rry^hfe^§P206b 

y-^/I^i/fcV— ^200b<DMitH#i*> CA7^fiEI^#§f5^y^h600£A 
/^-y^='^e^-^200b^Mit$ixS^^, «3SI»»cj;9liEW«lfcBiJ 

T-y^h6oo^sffy^^^§i3206b— m%&$.tiz> 0 

[0098] |E0J#^iJ^-y^h6OOtt N IU12{C— 0iJ<bLT^i-J;9^, K^-Ty^gl00^{£f£ 

•rz>'£mmmwm<v?ib. m%mn=i, iv=2<D2^<Dtemmmww&m%ifc& 
ti. m<DAmmmwm&m®x*m, ^—y^y^^—^oob^mn-r^m 

[0099] £fc, r(Dg|<D#l3a^-^620^J:*9^$n6#rt{C % #»giJ^£r^LT*3*j 4 xpp 
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fif/&£*L, xBJdS#$ttTV^«Cl^#-^OJ!fe<D|Z^620bti % »JT-<D^|-^{3, 4, 5} 

^{10. ii. i2}*»w*i*$tb, xpn^$4xfc#-^-co^oi2:^62of«, i&sijt- 

<DM&{13, 14. 15, 16}*^«^$tt. XfPjJS#$ti,TV^V^#^j5c<7>|E:K62 
Ogtt,8W5'J^>^{17, 18, •••}^«^ix-CVV5o 
[0100] |iE0j1#mSiJ^-y^h6OO{4, mi2i^-r^o^ S^g^-Jf-^— 71**601, K 
SiJ^-^^— /WK602, Siai^baKS'J^-f— mWC7J— /i*605. W^JS^ 
71*614. S£ 7^-/1*6 15j&^«J&$*l/rvv5 0 
^y#f-7-f- 71*601 {Cfi. > ? 3>'§^-VN601a^^.# J $tt-r*5 l 9. g$ 

SU«::7>r— /i*602fite. fW^ik602a^&*te;hrcfe«9. *g$rtfcf85SU^^- 

^K613(^tt» 2fia<DMa^fSSlJT-ID 603a, ID 604a^1&#}£;ft/C&9> iffi-^ 

1 2 

-f— /VK605»Jir4, m^C605a*Sfe««J$H-r*5t), ^rSftJWM^-f— 7l*614{;i{3:, 6 
f@<^»JT-ID 606a. ID 606b, ID 607a, ID 607b, ID 608a, ID 608b^ 

3 4 5 6 7 8 

&M\&thXte<0. m&74— A*615{Ci3:. 4^(7)^^—^6093. 610a, 611a, 6 
12a*St&jfft$ttTV^So 

[0101] ~-e, /<— ^3^#^-VN601afi, liE0J#WJ^y^h6OOC>1«:ft^i-#^-T* 
012i^i"0ijTii. rooo3j-e*>5 0 

ftsij^-^602afi, mMikffi%fr7^—^mi3iz&m£tbx\<^mmk%&%& 

<D%&7fiVxi6*) . m\2\z.^mx\^ rooo2j-efc^ 0 

mmtm%R-ir> 603a, ID 604ate, M^fci-^#^#WJ!*<DfS£BlJ#^£r 

12 

mi2^i-0ij-e«, rooou. rooo2j-e$?5 0 

[0102] a^c605a(i. mw^f^mmnm^mm^mm^w^w^^xm , 

mi2\z.7Firmxte, rooo3jT'fc«9. mm^zm^Eir^b^x^x^o 
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2f@<7)»JT-606a, 606btt, *&606£rfl|j$U 2flS<7>8$S'J^-607a, 607b(i, *£6 
07£«fifcU 2{®tf>»J^-608a, 608bte, *a608£raj£LTW5„ 

[0103] 012^f *M606fi, 88giJ^r0006j£:$fc§g£U 886BiJ?-r0008j&&^ 

^1"SEKl620c^bT*5«*), m607(i, B&S'WooiOjSr^tU g|63S»J J f L ro012 
J«r^^-f-SEK620eSr^UT*59» #t608«. »J^rooi7j£5fcgg<!:U I$S'J 
T-r9999j?:S#<bi-5EP^620g^bTV^o 
S^X— ^609« % «a606tC*fj£U. *610teU *R607^*j-j£U 

[0104] 4j@<D^£^— ^609— 612te, ^tl^tl. CAiCX<0^^tl, Z'mom&'T—? 

609-61 1« % tti^n. mmmm^v^6ooiz^-ttb^ nfo-rz&m.^—? 

[0105] m^T— ^609(2, CACOm^mSK_CA^m^^X, ^3>S-^-VN601a^, 
»606(C-^*tvTV^f^SiJ^-ID 606a£: % ffcg'mD 606b<b^(Djlg^-C\ ig^b 

3 4 

~C<fe><5<> 

-si g (SK_CA, vnIIid Hid ) 

3 4 

ffi.607iZ.^tlX\<^ffi%imr> 607a^»mD 607b££^JtI/^T:\ ig*£L 

5 6 

X±tfL£tlZ>mi&7 t —*l^ Ti??/lsW£T/^VXASig£MLX&f&£}ltct><D 
[0106] CA(Dl^r- *Sig 

2 

= Sig(SK__CA % VN||ID ||ID ) 
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Wr&f— ^611(i. CA<D|&5£#gSK_CA£ffiV^T, i/3^#4§-VN601a£:, 
ia608^*nrv^g^SiJT-ID 608a<^I&SimD 608bi:^(Djltl/7.T\ ig^L 

7 8 

[0107] CAWf^r- ^Sig 

3 

=Si g (SK_CA, vnIIid Hid ) 

7 8 

^7^-^612^ CAO$fr^SK_CA£fflV^ ^-v%>-#^-VN601a<^ 
f^S'JT-ID 603a<^ f^^mD 604a<b,f^giJ^-ID 606a<t, »J-7ID 606b£. 

12 3 4 

S&SIJT-ID 607a,Jr % MJT-ID 607b<t.^iJ^-ID 608ai, f^giJT-ID 608b<!: x 

5 6 7 8 

^■7=-^609^, zQiot, m&"r— # 6\i t*z.<D)mpf-x\ m^x^. 
/^n^iS^-^t^ ^^/i-^T/^yXASig^jgL-c^^$^7t^<z)-e*>-s 

[0108] CA»f^f"^ 

-Si g (SK_CA, vnIIid Hid Hid Hid Hid Hid Hid Hid ||si g ||si g ||si g 

12345678 1 2 

) 

3 

[0109] (2)lt^Mff§(5202b 

Jt^3EfrfP202b« > ffi^fr30075^, K^^glOO^t^AtiS^f(5201^ 
LT, liE^*|^SiJT-l'^h<7)/^— ^3>#^-MVN30l£rSlaU *ffU^h^^l§P20 
6b^^lE0^#f^SiJT-y^h6OOO/^— i^a^^-VN^iL^ttSb, SffL/c^— v^a 
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4>?—^yb2o&ifrvx, mmmmm30btmmi<. mmmmm30M>h. ^$>- 

[0110] (3)ra»^fSl3208b 

Vxbfrh. yt;^yt^- ^200b?rB^SiJf SlD^tfERa, ^3>-#^\ 

Com] — #iJ<bbT^^-y^/^>e^-^200/5^p^iifiEP^»oiD«i:L-c. rooo7j^ 

o^{d«, |EP^#^ff g|3208b«, ro007j^tpEr H ^^-r^ii-T-ID 606a 

3 

&tM$S'R-ID 606b<t, CA^f^f- ^509^fP^y^h^LTtt{ii-r^) o 

4 

AtU^a5201^LT, K^-r^glOO^m^i-^o 
[0112] (4)}&tiEg&210b 

^EEg(5210b{i. K^^glOO^)^, AttJ^gB201^br, K5MV3£glOO 
0^§B«^EW««:S:»tSft), ^P^«^g|3211^^CA<D^^«iPK_CA?r^ 
fiJU frc^fflLfcCA<D^»K_CA£fflV^T, K^^glOO<D^g£fiEPJ 

^s$P2i2--tti^-rso 
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[0113] 2. 3 mM.$'*7 L J*10b<DW}ft 

:/sio8(c£><^t. mmmmmsob^h. wv*— *yb20R&mm fP203^ur 
mm^t^mm<Dmmmm^v^b^mmv^b^m^206b^±m^-r^ o 

[0115] ^^/SllllC^T, |iE0J#^{fgl52O8b«, &mV *bfem$K206UCfemt$ 
[0116] £/c, ^^S^lfC^T, ^fiEg|S210b'3u mffc<>t^fflmtiEWmtm:%fV 

*mmmo6bim^tstvx\;^mnwmmxbt$:m\<^x, ^im^tc^mm 
mnm&m®xih&fr^%mt-tz> 0 
3. ^t<Dm<D^m&\ 

•So 

[0117] (i)±fe^»<7)^si-e{i, to^tetL^F^-iiiiEBj^^sijT-^tfy^hD 
tt^umfiwm%mxb6oo&mm'rz>bisX*<^t)K ^mn\-±^foh<nm$uz. 
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[0118] Mx.it. JWD400, VxhH500RZ$mWm$&W&V*htte, BU^x — *ffi%l% 

, ilSftXttWSb^MMS'J^Sr^-t^^— ^731, iS^bXtt^r^SSSiJ^-Sr^i-^-c 
— A-K732, MS&Xtt^r^SKSiJT-^EFBl^-r^— ^K733, W*7>f— /WK7 

[0119] *fc,r<D®(D#^^721^J;0^$^#rt{C,#^iJ^^LT*5t) > xpp 

#72HC*5l/^ x #^S'J-Pf*, 3fli<Df§H722, 723, 724t^E^*LTV^S. 9& 
EH722te, m&ttOyfk&KL 2, • • 8}fabffif&£tb, «5H723tt, 
9, 10, 16}*^Ht^$tb. «5lffl724tt.SRSlJ^-<?Dft^{17, 18, •••,9999} 

[0120] ^BB722(c:4oV^, f^S'J-T-725, 726i>m&Ht£fr, $6ffl723^*3V>T, S|giJ^7 
27, 728^^,X'fc<9, «SBB724tC*5V^T,^{18, •••, 9999} (C^nS^J 

/kK731, 7^— /wK732X.t/7w— /^K733« N ^tb^ftt, ®ffl722, 723, 
724l£*j-/&LTV^o 

[0121] ^gi^-Jf-^-f— /PK730fa*, U^KD400, V^bHSOORmtEmW^l^V 

^-/U-K731(C«, E^Flag741, fgffltf #702, g^SiJ-T-^703, »J^ID 70 

1 

2 

[0122] E^Flag741«, 2#T^^^«^$tt, rooj, roij, rioj^t/riij^v^ 
*l*»tf>fll£:£5o TOOjti, ^-^K731^te^$^c»J^-^f@^r(^-rt>(7)-e 
&Z>Z.b*mm,Xis>0. roijfi, 7-f~-/i^K73l^S&-fk$4x^S«J^jfilfflSr^ 

-rt>o-efc5^<b^^.bT*5«9, riojf*, -74— frV73itfmw£ffiwittm*iz 

^i~'b<7)T*fcSr<k^mLT*5t), riljfi, /i-K731^W^j^ftSiJ^(Dt5ffl 
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[0123] E#741fci\ roOjT?£>5<DT\ y^— >W73\\^ mmk£tltcmWlJ-*m* l^jjk 

mmo2ii, r ooo i : 0008 j xh'o , ^ttfi, »JT-roooij£5fcgf<tu siBiJ^roo 

08 j ^^ir-r^^ffl^LTl/ ^ 0 

[0124] mm-7-mo3i^ mm^mm^^H^mmt^ntimm^m^i-o ^<vm 

{C^-r^J-e«. »J^-ic703fi, ro002j-efc<9, r*U3, 4a^,^$^^»J^/552 

f^Si]^-ID i 704& tWj'JT-ID 705te, «a^^$tt^SijT-^LTV^ 0 
^-yUK732(C«, E^Flag742, ^ffltf #706, f$S'JT-Sfc707, »J^-ID 70 

3 

8,S.U?mSlJ-PlD 709^feJrt£;fr/Cl/^ o 

4 

[0125] E#Flag742{3 x E5>Flag741i:P^-T:^ 0 E5>Flag742fi, ri0j"Cfo 

®fflft#706«, /l-K732^m^)tt#^^i-fiS<JT-(7)tQllH723^L, 
mmOGtt. ro009:0016j-efc«9. ^tlit. §t&J^ 10009 j£5fcgf<>:U !»^roO 

iQi^Mi^t-r^mm^vx^^ 
[0126] ^'j^-ic707tt. m^<Dmmic^ti^wm^(Dmi^ir 0 ^gn^i- 

#!J-cte. »J«c707ta, rooo2j-efc«9, ^tiii. mwmm^^mfttE-t&^t 

MJ^-ID 708^»I^-ID 709^ ^WmWl^&^X^ ^ 0 

3 4 

^-/^K733{Clij;, E#Flag743, tgffltff #710, *&ifc71L S^S'JT-ID 712a 

5 

RTfMWmrt 712bd5M$ttTV^ 0 

6 

[0127] E#Flag743te x E#Flag74l£|ig#-efc5o E#Flag743te, flljl:* 

z>(ox\ ^-/uK732tt, mwmwirvmm&^-to 
tBistf#7io«, ?j~/W733^i=ti%mm^irm%i*<Dmm724&^u 
mzmm724<Dftmmmi-tm:mmn*tfrbmf&£hz 0 ^.(Dm^i-mxn. 
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r9999j£^£i-3^ffl£^U-Cl^<5o 

[0128] m&7im % mz(Dmm^&ti&ftW£mmj--<D\x.m<Dm$:^-r 0 

»J-T-ID 712a^t>^fJ^-ID 712b«, mttW£WL%l1 L (Dm.ffl<D%mkM:n 

5 6 

^lti^o z.com^irffl-en^ rooi8jS.t>*r9999jT^«9, rooisj&^rgg 
99jte, #^»J^<Dl2Pfl<D3fegR^^iJ^F^rooi8j-efc«9, SHOftSiJ^-^Tg 
999J t-&5;l££^ltv 

[0129] gi&^-^K734tC«, CAOf^r- ^713, 714&U*715^&jjrt£*L, 

7='-^713, 714ft tm5tt, ^Weifx, /PK731, 732&tF733K*J-J&LT 

W&7>~—?7l3iZ. CA<©®^«SK_CA£ffl^-C, E5>Flag741i:, ^ffltt^7 
02K^*ft52f@tf»3«JT-£, ^-^3>-#:4§-VN701<^ SfcB'JT-ID 704<^ »J^- 
ID 2 705££rtf>M^T\ iS^UT^fife^^il^^-^^. xv^^ T/W^'y 

[0130] CA<Df^f- ^Si g| 

= Sig(SK#CA, Flag||000l||0008||VN||lD ||ID ) 

1 2 

^£^-^714te, CACOS^IiSK_CA^fflV^, I* ^Flag742£ N f5lffltS#7 
06(^m^2ia<D»JT-<t. v ? a>'#^-VN701^ % Sftg'mD 708£, f&gij^- 

3 

4 

XASig£iiLT£/&£;ft^ct>OTfc5 0 
[0131] CA^f^f- ^Sig 

2 

= Sig(SK#CA. Flag||0009||0016||VN||lD ||ID ) 

3 4 

m^-^715n, CA<D3&?giiSK_CA£ffl^T, |Z#Flag743<^ ^ffltt^7 
10(^itL52flS<7)fiSiJ^ < i: N /^-v ; 3>'#^-VN701 < t. MJ^-ID 712a<h, f&gij 

5 

T ID 712b<t^Oj[I^T\ ig^br^^^^iS^^-^l^ ^v^/l^f^T/l- 

6 



•WO 2005/052805 



37 



PCT/JP2004/017415 



[0132] CA©I^f- *Sig 

3 

= Sig(SK#CA, Flag||0017||9999||VN||lD ||ID ) 

S 6 

(2) y^hDfi, m^-rxoicm^n^t^xiyX^ \ 

l/^t^yj— /V-K841, M^HsSiJ^-^-t-^^— /vK842^t>'^^— A-K843 
[0133] ^(D0(D#P^^82O^ct<9^$^#rt fcU #S&SUT-£^L-efc«?, x ftl 

#820{C£>l/vC ^SiJ^-821. 822, 823^4SsWfc£*K 12^824^*^^ 
T-^SSsMl^tK ^ij^-825^dffi^,^$ttTV >5 0 

[0134] v^3>#^w— /PK84i^fi, mmm^i^v^bsoofDmx^-r^— 

>-#^-VN801/5^#?$ttTV 

/WK84lKlfcfc, E^FlagSOSa^f^SlJ^-ID^OSb, E;9-Flag804a<*;»JT-I 

D 804b, K#Flag805a£f$gimD 805b. E 5>Flag806a<bB$SlJ-7-ID 806b. 
i i i 

E^Flag807a<t»J^-ID SOTb&tFE^FlagSOSa^stS'mD 808b^t&|rt£ 

■ i 

tbX\^ Q 

[0135] E^Flag803a<bMJ^-ID i 803b£te, ftfoX^Xm. E^Flag803att, Mffc-f- 

2)»jt-id i 803b#sflg* (om.mi'^'riJK xnm.m<D%m(Dmm^-Rx^M:^r 

^UsS'iT-^V >i" tlfr&^-rh(DX$>Z> 0 E^-Flag803a(?)ffi/5S l"Oj Xh%t$lZ.fe. 
Mfo~rZ>m%mn i 803bte, i@*<7)«J^-£^:U E5mag803a<DfiI;^rij-C& 
SfctlOi* *t-^i-58»S«J^-ID i 803^2, &ffl<Dftm<Dm%\ z f'R.Tf&fe<Dmm* 
<DV^ti^^^1- 0 r<D0(C4oV^, E#Flag803att, l"0 J T?&5tfrC\ gfcgiJ^HD 

i 

803bte, f@^<?5»J^^LTV^ 0 

[0136] m<D\zftF\ af >tmmir^\, ^xhmmxfoZo 

^HKlfc^T , E^FlagSOeaS-t^SOTbtt, ^H^tl. tl)X&Z><DX\ mW\T 
ID ( 806b&U?807b«\ ^rtb^tK E^^^fe^^fiS'J^^^SII-O^iJ^-^^L 
TV^-5 0 o£«9, ^'JT-ID^Oeb^t/SOTb^, ^fr^th. I0013J joctt^ToOlSj-C 
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[0137] z.<D&o\z.^ ummmm^^hsoo^ Mj^-^^u-rE^^WbT^*), z.<d 

[0138] #lxJi\ ffi&^^«. DVD-RAM(75J:5^^— ^^V^^VT-efeoTtiV^ 

Bni%.zfMM<nMWi2izm^x, /<— y-T/v^^^— y200te\ ??£ilg<7)®iij 

[0139] SifffifB^#:«, #J;ii2\ ^^drv^yV^V^, K^V^, CE>-ROM 

, MO, DVD-ROM. DVD-RAM, BD(Blu-ray Disc), Rj$£§2<D^gf<M^ey 
t££'XfoZ>bi^Xi>J:\,\ 

(4) ±m<Dmm<DmWii%.TfmM(Dmm2x^ mmmma^<— v^^o 
^mmztvx^^xmkistctiK -^mm\-t. ^(Dx^m^m&tv^coxii 

mmmm^mm^tix^^mmu^h^mm^x^<—y^/^^°^—^^w 

[oho] (5) ±m<Dmm<DBmARx$mifc<Dmm2icte\, K^ygsga*. vxh<D/<— 
iS3>&%-&&ffii-&&^&mi-%m)&xh<>xt>£\,\ z.<Dm&. vy4?'mw.\-z 

o 

%*^%Mj&x-h^xh&\\ z.<Dm&. vy^ymmiz. mmmm^m&mi. 
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[0141] (6) ±m<Dmm<DBmiRTfnM<DKm2x*t~£ y mm^m^ ^r— *\ Rxf^>^ 

[oi42] (7) ±m<Dmffi<DftmiRx?mm(Dffi.M2xi-£. mmcm^^?*— wom^cA 

-fiaz, ^u^mmimi^x±m^titcm$\E^H^^m0.x$>^xi,^\ 
[oi43] (8) ±ti(omm(DmmiRxfmm<Dmm2iz.^^x, v-^alskc^-c fly* 

W-fz>bisXh£\\ 

[0144] (9)±IS<D||][feO^Sl / S.tl ? ^life<D^S2lc:*3V>T, /^-yt^ay^-^O! 

o 

[0145] Tityy^Tvm^mwtt. ri??/i'j&m&mmm*bi&m£titi/<—i?ai'&^& 
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^t-. mmifaKDTtsvjhvxb&wim^ ^^mwvx^^^u^bv^b^mmfRcn 
*v4bvxH^m-tz>bki>iz.^ mmm^y'^y^j^b^mnu &wvx\,^z>y^y 
?v*b$:&ni,tzm&M<Dzf7v?»xHz.E.m'rz>o 
[oi46] ^^Tvm^mmn, frv-fbyyb&m^x. &#<Dm%}i±zmwu yyy^v 

[0147] *fc, ±ffiO^<Z)^Sl^t>^it0^^2(CjoVNT, ^^«fg{Cftx.r. 

(lb)±f5(7)^(D^{c:joV^T. v^y^te. ittt/T^ii^ §c{ii/^# 

\^^m^xh^t\^xhx^\ 
[0148] *rt. ±.m<D^m<Dftm^$d\,^x. ^^^(Djvh&itm-rz-tiM, 2 

b(D£.f&£titi 0 ttRXfmM&itm'f-ZZ.blcX'O^ 2^(DV^b(Dm\B^itmt^t 

\^xh^\ ^x\ Bute0#^Lt>^jt>. y<-i>3>^tmm^ &v*b<DMtR& 

[0149] £7h, ^—y-f-^^^—^K ^yy-^yb^i^x, ^(D^—^mm^iyy 

„ *y4bv*b<D-g.%x&. mmT^Mnm.<Dmt&(Dg*ftkL,xh^\ z.<Dt%, m 
m-v— /mm*. ^—y-r/^yt'^—y-izML-x, *t7^hy^hojE3g?£S*:u '< 

•So 
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[0150] mzm^mmte. m.^mmmf-^w^-r^mut, mmmnn^m 

[oi5i] ~-c% mm-Mmmte&b^ mtm^mm g M-oy^m^mtmmmm^m 

[oi52] ^r-c, MEzmitimmiz&hi^ mim^-^^m-r^mut. Bufete»^ 

[0153] ^-e. mmmmmK mmmy'-^&^htmi-^i,xhxi\ 
^x\ wimmmft<Dttt>mz.mm mfczmm-tzk^xh \ 
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[0154] mmMmmfc. io©iEfflf- ?&&%h-rz>fa^t. mmmmm^m 

[oi55] rr-c, mm^mm^h^ mmiQMmm § #<^^^Bute^m^g{c:« 
rr-e, Hfjfei^tb^efi^b^, ^iiEfflx-^w^tf m*&m-tz>WMt, m 
[oi56] c^t% mmtummnzib^ mum^f-^^m-r^mut, mmmmrnvf 

^x\ ffimmmtbdh mmm^—^^^hmmi-^tvxh^\ 
[0157] mmtmmw-^iXMzmm mfczmm~rz>tvxh^\ 
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w^xm^mmmf— ?&A^xma&tto&(DT~-?&m.m-rz> 0 
[oi58] r^-c\ m&m&(ommffl^~?(D?h'Ptj:<thi->i-£, m^^mm.^ #©t 

[oi59] iktc, mmmw-^mm-r^^m.x^ 0 mm^mmmit. io©f 

^mx^xmumumf— ^^x^xmm^m^^r— ^£»ru tfimmmm 
[oi6o] rr-e, mm^mm^^(D^^mmthmm^m^ir^rcbb(Dmnmy' 

xh^\ 

m\^xmum^—?*x^xmu&m&<DT'—$$:'g.m\^x, £bic s mzmm 
mm tts ^xmm ~rz> mm %t . mm^mm^b^mmm ^-^^g 
[oi6i] mmmmmmn^b^. mim^-f^mm n^m-t^wMt. m 
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[oi62] fr^wn, mmm^r-f^ttmm m&mm~rz>mmmfcx&z> 0 ®sMmm 

tmmisxmmm^-pzA^xmmw&n^-fz^misX, $<b^ mam 
mum^f—^^mmx^xmm -t&mm ^m^ 0 mmmmm*. mm^m 
[0163] tit, $:mwte, mum^r-?x&z> 0 mmmmm^—^i-i. m^mm^m^ 

^x\ mmmmmy*— mm^^mm<D^i±^'t^— pizMi-xi-i, 

[oi64] mmum^--?^ mtm mmm<D^&&^^-?izttisXte. 
^<D±mzM^xmm^-?tftt-$-&tiz>b^xh£.\<\ 
^x\ mmmmm^—pi*. m^Mm^m.<o^^^-t"f—^\zn\^x\-i., 

[oi65] rr-e. mmmmmr— ^<D±mzttisxm£m^-?t>m5-£tix\,^t 
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[0166] r^r% ffimmmmv*—?^ Eisi^Ttf-^i^, Era-efcs-t^-f ^ 

[0167] ^-c\ mmmmmr^i-i, mtm^mm^^^-rr-^izMvx^ 
^x\ mm-mmr—^i^ mmmmmm^ma^-r^— *ic*tL-cw\ 

[oi68] r^-c% mmmmm^—^n. ^(D^m^Mvx^mmr-^m^rix^^t 

L-Ot><fcl\, 

x\ n±mm^^mmmmim^v^b(D^m^mHt^^t^x^ 0 r 
tn±, n£.mm&. &&&&®x~fozzk&7F'tvxb&w.%fi,ft^m&. mmmm 

[0169] £fc, ^0^(dcttL(±\ S^6B*s, g ^(D^m&^irV^bk, iifftS^T&S 

(12) ±.^<D%m<omwjSL xf^mwz. & v y^hD, v^bHRmtwmmjiT- 
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[oi7o] mm&v*htztt7tx. mm^mm^mm-r^mmmyji^mm^x^^mmmm 
vxhRumw£mw&7ikirm?m?ji*&tmLx\,^m 

[oi7i] 7jk<7)£?imf&isXh£\<\ mz&v^bizixx-x, mw£-mw.&mL?A-$-z>^ 
■?mmz. ^frh<Dm%}mmv*hRxfm%jmfc})*h^m^^x^ mm^mm^R 

[0172] ^fc, ^o^^^^b-cb^v^ Bute#y^h(c^x.T, mw^mmzmwi-tzft 

ltv ^m^mmv^hRxfrnwitmrn^^m^mm^mm^x^ 
mmj*bfrtfte-rz>tLxh£\<\ ^-y^^^^-^RWy^mm-i. m 
b<7>m?mmv*b. mmm^bRximmm^H^m^x, mm<D#?mR 
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[0173] *tc. ?k(D£?^m&i,xt>£\,\ mrte^-y^hfcft^T, mw^mm.^m^'r^ 
ltv ^mM^w^bj^nmw^T^;vm¥m^mirmnmni'mm^x^ n 

[oi74] (i3)^B^^^^^tiE^^tt, iErr^5S^]^75W^i/^tu^e^*j-r 

[0175] &mmi-*s Hiiis^^tv— ^o^^xtimife^^Wf ? 
mz-m -zsmttmmmfo, m?u*. 7i^->^/vf^, /n- k^*^ cd-ro 

M, MO, DVD, DVD-ROM, DVD-RAM, BD(Blu-ray Disc) , ^ft^JJ 
>^—^ci^j^xnmmv'^Mm^-Xh^tVXhX^\ 
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[0176] *mwn. mm^^ o ^-^y p ^yj^jLnmmv s ^Mt^, mn,mm 
[0177] sfc, grffi^o^AxtiSfjfe^^/Hf ^-^Bfiffife^^t-wfl&brs^-r^ 

o 

tons] *mm%Mf&irz>&mm. &jrm. nyt^-^/n^, *\ ^\?^-$ 
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w-y^y^^b^nL-xm, 
^TMcm^mfcy^yy-vxb&m^u 

HuteMff^f*. m%Ltcmzmfcy'7yy-vxb&mmftmmz±w$-fz> 

[3] Hufe*j-*^i«, "f^;vm\^xm^ 

wmy^yy-y^bbx.x, 

1rmftmy* : 7yv-\)*b&i%W^X$oV). 

mzmn^m*. m^^wyy^^bb^x, mmf^^m^w^M^ 
^fr&^i-mmnmi^^yy'Vxb&WLmu 

mmw.m^mz, m§Ltcmzm<¥^7y?v*b&mmi%ft^mz±w%irz 

^b&<&m.b-rz>smmtzLtm<omi£mw:o 
[4] mmft^m^mmj&mmwxm. 

mmw^m-i. mmyyyyv^bb^x, mmMmmmmmm^frz^ 
-rmmy'yy^j^b^^xm, 

mmm^&tz. mmwc&vyy^yw^bbx.x, mm^mMnmm.^mm^ 
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m^mmmxh^ 

#-T5fg2I&#gl5i\ 

&#ufcfgii£mi#<ti&#ufcm2^^^ 
cio] Mfe^i^#gi5«, Hfjtemii±fttf mtisX. mm-r^^^bv^h^m^^ 
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[12] mttvjhv^htmmy^yfv^hkte, — fatisXimm^hfrhmhtztiz 
[13] mttv-chv^hte. #wmMm&mm'tz>m®mmT. xn.mwmnm^i 

[H] ^>^y*h£ffli^T;^ 

^m-r^tm^n^m^-^ mm^yy^j^bRTjmm^u'^bv^b^mm 

[15] ^M°=l— ?WiZ>-W^mx$o<9 , MMW^?M^frZ^1~*74b})*bXfr^X 

z.t%i&m.tirtt7^byxK 



•WO 200*5/052802 



52 



PCT/JP2004/0 17415 



[i6] =>y^a- ?m&~%w~*imT*&>'o. MMmmtM^fa&^T^yfvxh^fo^ 
en] ^^y^^js^T^w^ 

i&m^cft$r<D^>;/^y^h&im^^ 

[19] mt^>-^^-^n^yM-t, ^t°^~?m&m^mmmmmz.mm£tir 
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[20] m^^^-^yti^y^it, mmmzmitbinxfcmztiz 
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